












Cybersecurity Basics
• Enable multi-factor authentication: Multi-factor 
authentication (MFA) adds that necessary 
second check to verify your identity when 
logging in to one of your accounts.

• Use strong passphrases/password manager: 
This may seem obvious, but all too often 
securing strong passphrases/password 
managers is overlooked.

• Perform software updates: Having the latest 
security software, web browser, and operating 
system on devices is one of the best defenses 
against online threats. So, don’t wait - update.

• Do your research: Before downloading any 
new learning app on your device, make sure 
it’s authentic by checking who created the app, 
what the user reviews say, and if there are any 
articles published online about the app’s privacy 
and security features.

• Check your settings: Be diligent to double 
check your privacy and security settings and be 
aware who can access your documents. 



  DON’T FALL VICTIM TO UTILITY SCAMS
Every day, millions of Americans are targeted by scammers through phone calls, emails, text messages, online 

or in person. Scammers’ tactics can change daily, which is why it’s important for members to stay on top 
of the latest scam reports from local and national news outlets, as well as your local utility companies.

HERE ARE A FEW REMINDERS ON HOW TO TAKE CONTROL OF 
THE SITUATION WHEN YOU’VE BEEN TARGETED BY A SCAMMER:

•	 Take your time. Utility scammers try to create a sense of urgency so that you’ll act fast and 
hand over personal information, especially over the phone. Take a moment to think about the 
situation before acting.

•	 Be suspicious. Scammers typically request immediate payments through prepaid debit cards 
or third-party apps. Unusual requests like this should raise red flags. Remember, if the request 
seems strange and out of the ordinary, you’re likely being targeted by a scammer.

•	 Confirm before you act. If you’re contacted by someone claiming to represent Lake Country 
Power or another utility but you’re unsure, just hang up the phone and call the utility directly. 
You can reach us at 1-800-421-9959 to verify the situation. 
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